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DNS 2544

«(root) root name server / (root)
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/
usr/local/src

map.baidu.com www.bb.org

DNS Database Unix Filesystem



http://baidu.com
http://qutoutiao.net

1.1 DNS £:#44

- DNS 20V BUEE

- mReREREWN, BWYENMNGEL, 4
2NN

- BEZIENGREITE




1.2

DNS & I8
- A, AAAA: IPv4, |IPv6 address
- NS: NameServer FHT1EEIRS 23
- SOA Start of Authority
- MX: Mail eXchanger
- CNAME: Canonical name (alias)

- PTR: Reverse information



1.3DNS LA

1. host name
2. nslookup name server

3. dig [options] name [@server]
> BAAKA UDP 1Y, MR EEMEEWEITENEEN, MSEXRNN TCP XTMMEREMEN

/etc/resolv.conf. /etc/hosts. /etc/nsswitch.conf

EiBEAH resolv.conf Pod ClusterFirst resolv.conf
options timeout:2 attempts:3 rotate single-request-reopen nameserver 10.128.0.2
nameserver 100.100.2.138 search default.svc.cluster.local sve.cluster.local cluster.local

nameserver 100.100.2.136 options ndots:5



1.4 DNS &1

Only knows root name servers .

TTL time to live

Querying Recursive
Client Server

I

—

DNS Hg] A
DNS {53035 DNSCrypt


https://zh.wikipedia.org/wiki/DNSCrypt

1.4 DNS
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Authoritative Servers

i « . » (root) [A-M].root-servers.net.

ﬁ « gtld » [A-K].gtld-servers.net.

DNS ;52

; Q Recursive Servers
client

www.baidu.com ?

! 58.217.200.15

A

Local cache TTL

- dig +trace www.baidu.com
« tcpdump —-n udp and port 53
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1.4 DNS &1

User
Host
name
* Host
; name
Application File DNS
’ N transfer
layer client

IP address

Response

Transport layer



1.4 DNS &181F8

$ dig +trace @8.8.8.8 www.baidu.com

- <<>> DIG 9.10.6 <<>> @8.8.8.8 www.baidu.com

; (1 server found)

;; global options: +cmd

. Got answer:

., ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21761

;; flags: gr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

- OPT PSEUDOSECTION:
; EDNS: version: O, flags:; udp: 512
- QUESTION SECTION:

‘Www.baidu.com. IN A
- ANSWER SECTION:
www.baidu.com. 806 IN CNAME www.a.shifen.com.

www.a.shifen.com. 283 IN A 58.217.200.15
www.a.shifen.com. 283 IN A 58.217.200.13

;; Query time: 48 msec

;; SERVER: 8.8.8.8#53(8.8.8.8)

. WHEN: Mon Oct 22 16:56:58 CST 2018
 MSG SIZE revd: 101



$ dig SOA www.baidu.com

; <<>> DIG 9.10.6 <<>> SOA www.baidu.com

;; global options: +cmd
;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43292
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4000
;; QUESTION SECTION:

"Www.baidu.com. IN
- ANSWER SECTION:
www.baidu.com. 1010 IN
;s AUTHORITY SECTION:
a.shifen.com. 39 IN
:» ADDITIONAL SECTION:
nsi.a.shifen.com.300 IN A

;; Query time: 23 msec

SOA

CNAME www.a.shifen.com.

SOA ns1.a.shifen.com. baidu_dns_master.baidu.com.
1810220022 ; serial number of zone

5 ; refresh check replica server

5 ; retry  master server fails to answer after refresh
2592000 ; expire too long to answer client for this data.
3600 ; heg ttl

61.135.165.224

;; SERVER: 192.168.65.101#53(192.168.65.101)

:» WHEN: Mon Oct 22 17:05:40 CST 2018

:» MSG SIZE revd: 142
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2.1 Kubernetes DNS #J
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- Services

- ALK

Normal my-svc.my-namespace.svc.cluster.loca -> cluster_ip

Headless my-svc.my-namespace.sve.cluster.local -> endpoints ip

N
¢ SRV -LE:%‘ : amRiwmE _my-port-name._my-port-protocol.my-svc.my-namespace.svc.cluster.local

- Pods

A IE% pod-ip-address.my-namespace.pod.cluster.local

https://kubernetes.io/docs/concepts/services-networking/dns-pod-service/


http://my-svc.my
http://my-svc.my
http://my-port-protocol.my-svc.my

2 .2 Kubernetes DNS 1T#%

kube-dns

kube-dns Poc¢

liet/walch API

kBs Service
(ESOUCES mutate skydng lookup with

record
SewiceName Namrespacs

& . S
read Service
nsiookup ClusleIP 1 4
X< 1.
eyncheathr
health

AP

kKude-ans Pod

lookup lockup with
upstream ServiceName.Namespace

= N 1.4 <x<1.11

k8s Service

resouces ClusterP

nslookup

pxecheathz
health

API




Kubernetes DNS 1T#%

CoreDNS

DNS Query \ﬁ DNS Query
((— :5300 N 53 -
v

[ ServeDNS J example.io ServeDNS |[€Xam le.net
lcoredns.io (root zone)

([ e ] [ erors

N - D N N

Y

»
)
)
cache J
)
)
)

ku bernetes
file
proxy
dnsserver.Server dnsserver.Server
— —
[ CoreDNS |

CoreDNS 72 CNCF IH, INEESIFTAZEIIEMENGILI, BIEET k8s HIARS AWM, SFMAEREMAET pEVRTI,
£ k8s 1.11 hRZAhRASH GA, kubeadm ZEREMRIFANENAED, BinEmMATIRER DNS BRS523F1ARSS R INALH



2.3 Pod DNS

182 svc-name.default.svc.cluster.local

F5918,2 svc-name B§, svc-name.namespace



2.3 Pod DNS

- Detault

Zm Pod EBERAY DNS BoE & 7B EH LAY DNS &, BEKiR, &1z Pod B DNS ELE=IRTE EH5TE—3,

+ ClusterFirst

FAXF_ERAY Default, ClusterFirst 2552 HRAVIRIE, ESSTIE kube-dns (8 CoreDNS) RYE B HIETURSEE ANF1Z
Pod HY DNS Bo& . ClusterFirst 2FIHITH, &2 BE Pod WA PodPolicy, &Y% dnsPolicy Fi% R ClusterFirst,

LtEoh, ClusterFirst MG —1%28, WNER/RAY Pod 18 7 HostNetwork=true, NI ClusterFirst Fi =42 H5% %Ay Default,

- ClusterFirstHostNetwork

w5 B {E B HostNetwork [ER{EH k8s DNS £~ Pod 1% DNS W& .

- None

50 Pod Fi%AY DNS B2 &, 3 dnsPolicy I2& X MEZ /G, Kubernetes Aaf Pod FZeE N0 B 52 #15ZI89 DNS
BB, PJIBIY dnsConfig SEFEABEE XK DNS S%1, k8s 1.10 beta api-server ] kubelet EEFFH —feature-
gates=CustomPodDNS=true



2.3 Pod DNS

ClusterFirst ZME$1E 2415 0)?

Pod ClusterFirst resolv.conf

nameserver 10.128.0.2
search default.svc.cluster.local svc.cluster.local cluster.local

options ndots:5



Pod ClusterFirst resolv.conf

nslookup hello 10.128.0.2
S OO up e 0 m m m search default.svc.cluster.local svc.cluster.local cluster.local

options ndots:5

= 10.0.50.237




nslookup hello. 10.128.0.2

Pod ClusterFirst resolv.conf

nameserver 10.128.0.2
search default.svc.cluster.local svc.cluster.local cluster.local
options ndots:5

5, NHAT

1. XJF FQDN . N&1J search #H1THEE
2. options ndots:5, EHRABEZARTFT

N

search

3. HMlg/n{E

5 FH search g

Z3E: WR{FEA “curl -v http://www.baidu.com.”, &7% http header F%

“Host: www.baidu.com. ”

S5 A

FQDN = Fully Qualified Domain Name = host-name + domain-name + “.”


http://www.baidu.com
http://www.baidu.com

2.3 Pod DNS

a kube-dns
upstreaﬁ DNS custom DNS kube-dns
(8.8.8.8, 8.8.4.4) 'ﬁ?ﬁ'ﬂf' * cluster.local.

— 02a

DNS cache g
(dnsmasq)

sidecar

Pod
dnsPolicy: ClusterFirst




2.3 Pod DNS

- |Pv6 E8 Ul Er] DAZE R
- ANERIE R BTV ER

Linux B9 libc Ne] BaNEIF£F (EHEF1Z2005F &= H 3k bug) FRHIREER 3 T

DNS nameserver 1£&%#] 6 1> DNS search ic%. Kubernetes EEEHFE 1

D nameserver icE&HM 3 > search icx®., XEKREUNRAMEZEEZFA 3

™ nameserver S{EH 3 TMEALERY search iEx, BAEHAR—EREREER, BTEIDHER
ZIBIBNGE, METRAMNIEIT dnsmasq, EXRMHEEZH nameserver 8, BASH
BHZH search 8., B aILAFER kubelet By ——resolv-conf 5.


https://bugzilla.redhat.com/show_bug.cgi?id=168253

CoreDNS B2 &

apiVersion: v1
data:
Corefile: |
253 {
errors
health
kubernetes cluster.local. in-addr.arpa ip6.arpa {
pods insecure

upstream  # CNAME f9f# T @E‘,E“Dﬁ}_\%—r?
fallthrough in-addr.arpa ip6.arpa # 1&1(%
S autopath @kubernets

prometheus :9153
proxy . /etc/resolv.conf
cache 30

loop

reload

loadbalance

}
kind: ConfigMap

https://github.com/coredns/coredns/tree/master/plugin/kubernetes


https://github.com/coredns/coredns/tree/master/plugin/kubernetes

2.4 DNS HIEITE

1. DNS Pod EBXETEE

2. Pod ELBIRE

3. B%& dns /etc/resolv.conf ***
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